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(57) Abstract 

A method and a device capable of protecting digital data reliably. Digital data are doubly re-encrypted by using a fixed key and a 
variable key. The order of using the encrypting keys is first the variable key and then the fixed key, or first the fixed key and men the 
variable key. The working examples are exemplified by one using a software, one using a hardware and one using a combination of a 
software and a hardware. The hardware can use a fixed key which has been developed for digital video. The software performs 
encryption/decryption in a region other than a kernel portion which cannot be used by the user so as to keep the safety of the program and 
the key used. Specifically, the encryption/decryption are performed by a filter driver in an I/O manager, a device driver serving as a disk 
driver/net driver and an RTOS utilizing an HAL. Either or both of two filter drivers on both sides of a file system driver can be used. 
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3 : M=D (C2, K2) 

= D (E (M, K2) , K2) 

r©i -fey h h y^y^* 1 2F k I(^CPU £ v^-ri^^SrW 

h 1 5 £m2^mK2*m\^x^it/m^<t*ft?^mtt^<k 
& s w, 2 ^mK2^m^^x^itx^it^n ? 

C1 = E (M, Kl) 
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M=D (CI, Kl) 

VO : C0=E (M, KO) 

= E (D (CI, Kl) , KO) 

ikzi.— v y 2 o (-*3V^ri?Snt-§-fk$ix, 

V0-2:C0-2=E (CO, K2) 

= E (E (M, KO) , K2) 
Un^itT'-? C0-2j&S«#j£fle 8 1 ^I^SixS, 

{£#J&&8 1 /5^^ffi$iT,/cMR|P^b7 = -^C0-2^^2 pT^#K2^rfflV^ 

3 0 : CO=D (CO-2, K2) 

= D (E (CO, K2) , K2) 

3 : M=D (CO, KO) 
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= D (E (M, K0) , K0) 

C0-2iS{R#«E*8 l ^bSK^tb$ix5l^fc«#a«c8 l WW^ikT*—? CO 

U^it^f— ? M>&Sfl.SB3£g 8 2 ^*3V^BJlSSSEfr"C&5DVDRAM{C«#$ 
3.= ^ h 8 0 (d^l^T, jd"t^^*»t>A**>5V^H[-fey h h yftf-yf 1 2rt 

<b£n<5«> 

V3 : C3=E (M, K3) 

= E (D (CI, Kl) , K3) 

#*>SV>l4-fes' H 1 2rt^^Lfc£2nr3E«K2:fcfl^-C\ SS 

Bt-^fb^'— ^ C3-2lCPt-g-fb$iX, 
V3-2:C3-2=E (C3, K2) 

= E (E (D (CI, Kl) , K3) , K2) 
SSBff #^7*— ^ C3-2*5 D V D R AMHfii# $ *T,$> S V ^ (2^ y h !7 — * £rjj££ L 
T^gfl=S£fl8 2Cl|Si*£;ft,5 0 

8 2 £r£A L7t¥W£^b7=W C3-2$SfiJffl $ix34B£-K:te, fWlS 
^b7='-^ C3-236SBT^«^SC;Bt^b/«^-{b-3- = h 8 3 <Dm.^-it^-=- y V 8 4 
i£*S^-C^3 "T^K3SrffiV>TtS^b^n, 
3 3 : C3 = D (C3-2, K2) 

= D (E (C3, K2) , K2) 
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3 : M=D (C3, K3) 

= D (E (M, K3) , K3) 

■^•^-^ M 5 ^*tt, h 2 OXWfta=y h 2 1 ^«T^ 

©3.=.yM6, 17, 2 0, 2 i as$H*LT»ttfc*vrfc£v^;i£ nmB<Dz 

rco «fc 5 -fey h hy^^^i 2P^C PU < >:v^7 : -.k^;*£:;£- 
9 2tfc?)DVDRAMfl:MXI^S' h!7 — ^ 9 3 £rH& LT^$P{d^iH$ 
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^\^=. y h 9 o&t^9 1 ivN- K!>xr 8 8 1 Lxm^hti, mftm^mtfte 

£ frltQV&it?*— ^iSa^fa.— ^rtiK*>5VM4 M X* £> 5 ^ - Kt 5 

ffc5DVDRAM8 9 t^^^ti/^^-a-iw^-T 1 ^^.^ K7^6 7 £rH* LT 

yy—t 9 3 fc^LT^fflWcte^SftS^Kifc):** M7— * K7>r^6 8£ 
Jg2H{^*nfcJSi ^W'J<^^l3l£i-, ^*/HfcJt8dfci£, fWfr 
C1 = E (M, Kl) 

M=D (CI, Kl) 

V2:C2=E (M, K2) =E (D (CI, Kl) , K2) 



WO 00/22777 



33 



PCT/JP99/05704 



V2-O:C2-0=E (C2, K0) =E (E (D (CI, Kl) , K2) , K0) 
ff?P£-5Hb^— ?C2-Ot lt^- Kt=V^^ 8 l^(-{S#£*b5 0 

&#g£ffc8 1 (^#$n^Mlft^7 i -^C2-0^^Jffl$tl.?>^{-{i, i£# 
j&#8 lj6^^m^nfc|?»t^l:v :r -^C2-0^^-K^^T8 8 F*l<7>R£^Hfc/ 

32:C2=E (C2-0, KO) =D (E (E (D (CI, Kl) , K2) , KO) 
3 :M=D (C2, K2) =D (E (D (CI, Kl) , K2) 

its 6^{^m^^n5^fjffl$n5o 

V2-3:C2-3=E (C2, K3) =E (E (D (CI, Kl) , K2) , K3) 
WSffiF^flSf*— ^C2-3ir LTDVDRAM^©nI)lift!^#$ti5o 

«r«a^9 2i^#^nfc^sip^{h:7=-^c2-3^jffl^^m#{-«x ^ras 

32: C2=E (C2-3, K3) =D (E (E (D (CI, Kl) , K2) , K3) 
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3 :M=D (C2, K2) =D (E (D (CI, Kl) , K2) 
fa%ftrr — 9Mifi = > t° ^—*<D ir^-^—T-i ^ Pis XT J*\z *zfi"C 

SBt^tv*— ^C2My bP-* 9 3&&fcLX^»l::*Si££i'u5»-g' 
l^tt, Vgftik/'&^it^— y h 9 1 lJl:teV^X&2?ir£«K2&fflV*X#l##ffc7*— 

V2-3 : C2-3=E (C2, K3) =E (E (D (CI, Kl) , K2) , K3) 
nn^^-it^— 9 C2-3fc LT^ yF7-;93 LXfl*«SKHEi£$:h,5„ 

-TZmG-lZ-tes Ht J &4KT'—* C2-3tW%riK/'9iWK=--r h 9 l |£*5V^X$&3 «T 
£«K34r/Bv>xi?t*-JHfc£i'u 

32: C2=E (C2-3, K3) =D (E (E (D (CI, Kl) , K2) , K3) 

* C23*SS 2 ^aa*K2*rffl^x«-5-ft Stt* 

3 :M=D (C2, K2) =D (E (D (CI, Kl) , K2) 

sis emzmJiztiz^ntimztiSo 

/m^-ik^--* h9i ttewmmwt LxKwufc^mb^io^agex&o 

Xfcfii^r. £ttv>5£x*t>fcu\, 

hal 5 5^^:*5v^xffil<^>^^^l^«4tUXl!5^^lWWL^:yT/^'^>ri^os (RT 

OS) ld«fc ^T^tl^o 
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^iT,^>c7)7^/v^ F^-C^6 6 ARTf7j;v? K^^6 6Blcj;o Tfflipf 

5 VM£ I ^ n t>— ^.;V^^=l— )V§ 4 rt"e£ric LfcfS 2 pJ"^§iK2<Sr 

fflV\ -7 J)\>? K7-f/<6 6 Afc5V^2 6 6 B *5 V > X ^ ^^fb^— ^M^f?Bf^" 

V2 : C2=E (M, K2) =E (D (CI, Kl) , K2) 

V2-0 : C2-0=E (C2, KO) =E (E (D (CI, Kl) , K2) , KO) 
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WWfc-B-ffcT*— ?C2-0£ IT^- Yfj^V 8 lSSI^fii#$HSo 

'&^\t=L=.y hs 9tc:fcv^@£fiK0£ffl^TWg*Hl;£*K 

32: C2=E (C2-0, KO) =D (E (E (D (CI, Kl) , K2) , KO) 
3 :M=D (C2, K2) =D (E (D (CI, Kl) , K2) 

it 5 6mzmt>&ftz>mmmzM 0 

/n-K!)x7 8 8 ft<D9g^4k/m%-fcz>-=- y h 9 0 {C$3V ^#ir ^ A^fc 
V2-3 : C2-3=E (C2, K3) =E (E (D (CI, Kl) , K2) , K3) 

32:C2=E (C2-3, K3) =D (E (E (D (CI, Kl) , K2) , K3) 

*C2aSfS2BTg«K2«:ffil>T«#ffc£:ft, 

3 :M=D (C2, K2) =D (E (D (CI, Kl) , K2) 

^15 6«S5I^W^}$ix«^jpJ^Sn5o 
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V2-3:C2-3=E (C2, K3) =E (E (D (CI, Kl) , K2) , K3) 
SSBSHHfc?*— *C2-3£ U^y M7 — ? 9 3 Srg* LT^«JliteiH$nSo 

*yh7-^9 3 ^g* L T^i» ibfei ^ JlfcSSflf jliT - ^ C2-3£rfiJ/8 

g«K38rJfli^T?l«-5Ht£*w 

32: C2=E (C2-3, K3) =D (E (E (D (CI, Kl) , K2) , K3) 
$5»^i*#fU/«^««BSr#-r5 7-f^^ K^^e 6 |-:fcV^T|^g-^^t7 ^ -- 
*C2tfSS^S2 Pl^itK2^fflV>T^^k$H, 

3 :M=D (C2, K2) =D (E (D (CI, Kl) , K2) 

ferity*— ^M^a^tTa- ^ro^^u— x-t y^fAI^J; 9 7^ ^iT" W 

*i&tf£fcas-C#5o @3E«K0Srffl^TWl*-§-{fc:"rSft(HiSB2'5r3E«K2 
— *W:fS2 iq"&«fcK2Tfcll&^{fc£;h/rv^5fc«K B2 pJ^iiK2^mv^cLTIit 
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^£G9 =fc 0 KWig-lZlZ, 8 - 1 8 5 4 4 8 -S§-^$8 (EP0704785A2, USSN08/536 

749) \zm^<btitz.£ *> \znm-{t^m intern 2 *i&mK2\&mm2ti. 

££©fc«>Kl f K2, K3, K0ttHfc5Bt#7'^:*!JXAl£* 5 fc<Z>5: 

> t 0 ^ — £ -r 5 r £ K J; «9 Km&tz * £ So 

£> S V n Wltei^ffi PS $ tit V > 5 ^ t £ri&S'J-f 5 # £ tVC V ^ V <Z> 

tcPS^: L , ^# &> -5 V ^ l±(gi£asfliij pg £ *vC v > 5 r t SrBfcBiJ-fr- -5 ftfjr&tt £ 2xT V > 
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8 7 0 1 4 (USP5867579, EP0715241A2) (r^ $ Hfc^^/?|B£-5Hbffl3£©&><5 V Mi 

USP580570 ei^^tt^m^/^st^bffl^^fflv^-iri-ct "9> m 

*f^«i < B t aiae«»435±ofc«>"y-^'^- k, pcmcia^-k, ic* 

citfXglKi&i^-c. i o i licputfe^ cpui o liiit^nfc^fA 

10 2 {'ROM 10 3, RAMI 04, A-Kf^f^^ K7^^1 05, 7 
Udei/^/^V^^ K7^7"l 0 5, CD-ROM K7^7*l 0 7^*^ 1 

0 8^^£*LT^5 0 

i o 9 ttSFflMWJffiiSit-e*) 9 . ^tti^a^B 1 o 9 tem%-ik/m^1k^- 

y h 1 1 O&tJflfft^ 1/ 9 — 7 ^—-^ 113, 7=V^ _ -1' — ^31— * 1 

14, 7°!;y^^y^-7x-^i i sirf ltv^5 0 
t*f^y^-7i-7xi i 3, t-f^t-fy?-7x-7si i 4, ^ 

^ i/$> — y ^- — -^ 1 1 5 l^fini/fc 0 ^. — ?<nft-^>\z.&x%:fF^m. 1 16, 

-77 1 i 7&tJ«7 p y y^n sassattSfts,, 
«-SHb/B£-5Hb^-=:v h i i o te«-5Hb^-- * h i l l &tm-§-*b" s/ h l 

1 2 $rWLTV^ 0 

&&<k/i&*<k=--'y h l l oroTO^y h l l l&TWHfc"* h l 
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1 2 tat ^ic^^t"^ — ^oi/^rAX7 102 l'£g£t£*Xs m^t{k^-~v h l 

1 lllUJ ibt-K'^M' — 7x- * 1 1 3, ^—y** ^--f y^-7x-7 1 
1 4, 7°^^$ 4^5-7 zsl — *1 1 5/^g^£*bTl^ 0 

ZfAsy*^*? Y=7<4zfl 0 108 LTijteii £2x5 

m&iaXs IW^-S' Ml 5^*5V>T^2 ^&K2&ffl^TffB£-SHb:£iV 
V2 : C2=E (M, K2) 

= E (D (CI, Kl) , K2) 
ft^^-ity*^*^— 5 C2tfi/X7 L J*/<* 1 0 2\Z.W&£tl, Y7*4*9 K 
^1 o 5 ? ^^-7 A<*r 4*9 Y^^Zfl 0 5 3 v^i*^" 

710 2j&»fc«*Hfca— y hill izittl&sn, ill *T»Kl£ffli^T«-SHfc£ 

M=D (CI, Kl) 

m-Zritzr ^ -J^/^—^M^m^M 116 Xte* f — 2/ 117 ^ttj73 £tlZ> 

^lif^flggi o 9rt©t'r^y^-7x^i i 3, 7=V^--r 

m^-itv"^ istsi'T*— fM&T'v i i 8\cm?jztizm&n7'v isfsfis 

^-7x-^l 1 5 ^T^y ^ h^— ^^Hj^,^^S e 

y — ©ffl/jf*— ^mgfUk^— *-CS>5fc«\ WKfcSV^WJ**?©-^*^ 
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= t° a - * \z yXSm-fc? 4*? 9 tvf— *<Dmz* Bt £ tlT V n * V ^ x~ is 
iBttafcfcfc, f^tlfl^f 1 0 sotW i^-^-;* 1 1 3, 

*fc ^tttwaastttt^o^*^^— k, pcmc i A$r — k, i c# 

Z<DmiZ$5\,^X, 10 1liCPUT?fe^ CPU10 1l:it^tlti/XfA 
/^102|:ROM103, RAMI 0 4, />-Ff-f^^K7'f^l0 5 ) 7 
l^^^Vv-TV*^ K^^^l 0 5, CD-ROM 4 ~7 1 0 7X^7^1 

i 2 o fi^ftMiwagfg-efc »9 , m^mwrnrnm 1 2 0 tt^^t/^-^it^ 

y M 1 0 tdiP;iT@^$^-?§-fc^-S' h 1 2 1 RtWS^t: ITt*^ — 7 

— ^ 122, pf-JHt^— ^v^-r * i 2 3, Bt-^k^y ^941/9 

fe^-it/w^it^-— v hi i o yMn aytffta= 5/ h 

1 1 2£WL-Cl^ 0 

9^^t^*4 — 7=-— * 1 2 2, V%%\\L-*—=f 4 *4 >-? — 7^ 
— 7. 12 3, ^^{tZfV is$4 ls9 — 7^—X. 12 4 |d= ^ ta- ^ (£>^£flW»£ 

^-ik^iSf^miMLm^mWi 2 5, Bfr#ffc7*i^/u#j*S£&«i 2 6^«t 
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m^it/^^it^- y V 1 1 0 tf>«-§-{fc=-= y h 1 1 lWW^^f h 1 

i 2f^i t>ic=i^tra— ?<duxtj*'*x i o 2fc^a$ix, tg-f-fb^^y M 

@^^ff§-^-{b^— ^ M 21 {ittBSf-f-fktf^*^ — ^ — * 12 2, Bgr-5§- 

fk^-— ;* i 2 3 xtwff-i-fl::/ y is*— * i 2 

£3^ Bt^k^-— 7*4*4 7^-* 1 2 3 fcttlf-iHfcT*— ^t^iti 2 

6^, ^-^itzf]) is? 4 > 9 — -7 ^— ^ 1 2 4Vg-WikT'—#7°V y^n 7^ 

Bff^k^i^^/l^f^Slll 2 5n^it^T*4^? — -7^ — * 1 2 2l£g^ 
£;h,5@;E&tg^ft:=£gl 2 8. iM^bill 2 8lig5tt$*LfeD/A« 
iSl 3 l StXD/ KW&Wi 1 3 l KSSRSixfc^lSiSl l 6SrtLTV^5 I) 

Vtt^ritT*— ^t^f 1 2 6Mtf&#fc*— — 7 = — ^ 123 

jR$*b5B:£««-s-ft£iii 2 9, mjzmm^itmwi 2 9i~^£*wtD/A 

3 2STO/A^1 3 2<^i^^ixfc^t 0 -^ 1 1 7^fLT^„ 

ZMmjzm&wkmw. 1 3 0 , Bj£««-JNkS£B 130 t^g^ixfc^y 

118 £WLTV^ 0 

fc*5* liHHt^-^&^asiBi 25, Ht^k^-^^^gi 2 exrw&^k 

*i 0 2 36»p>«^b^-=-s' m 1 it^&£*K mi ■si&mKi&m^xttfcz 

M=D (CI, Kl) 
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^Hb^V *S*ASf— ^M^^n— K^V^^ K7^^1 0 5f{S#, 37 1^f*> 

V2 : C2=E (M, K2) 

= E (D (CI, Kl) , K2) 

A 1 0 8 LTfeiH^tt-5 0 

«f ftfV v^^/l'f-^M^Itfftf-^i^il 1 2 5, Bf-JHt?*— *#J* 

1 2 0 ^(Dmi&mg^Wl^— V M 2 1 {^*3V^T@^liK0^fflV>TI?Bt^b$n, 
V0 : C0=E (M, KO) 

= E (D (CI, Kl) , KO) 

SBt^bT*^^/^— ^coasflF-^kfT*^^^— y^—^ i 22, Bf-JHbtf— 

^r-^i^tl 2 5, ftf-^fb^-^T^El 2 6Xttm j %-itT'-?7'V 
y^i27 «fc ? i-i^fiJc^ix, Bt^-ib^^m^-cdo, nf ^Hb^ 

Fff-^CaO&UWHb^y ^^m^-CpOi: LTffi7J$*x5 0 

Bf^-fbt'^-fV^-7^— * 1 2 2^<bBf^b^-^S^^l 2 5\Z.AJl 

Md=D (CdO, KO) 

**Sll l 6[^^$tt5 0 
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/Bv>-r*g^Hb£*K 

Ma=D (CaO, KO) 
*fc°— #1 1 6-CI?^S*tSo 

Vg^ifrfV is 9 — -7 =^—7* 1 2 ^IbBf-SHfc^— ^-7°!; V* 1 2 7 i^A 

Mp=D (CpO, KO) 

= ^ t e a. — * \z. tt« ^Mb-r ^ * - * com , m^-it <* *vc v * # ^tH? 
^tt^fcfcj^. 120 <Dmmmm%^it^~ y m 2 1 

&imWm&1tr±&±<nl£it>V-'7tf— F, P CMC I A# — K, I c#— Kfc 
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rcDHli^^-C. 1 0 1 liCPUTfc^ CPU 1 0 1 lifigJR^ttfc^^f 1 ^ 
/<71 O 2luROMl 0 3, RAMI 0 4, A-KfV^^ F7^f ^1 0 5, 7 
l^vOOl^V*^ K7^^1 0 5, CD-ROM Y^^Zfl 0 7Jk& : * 1 fJ* 1 

140 te^tfMtw mmm-?%> r> . mftmwmmw 140 Ktfc-s-fb/TO-^b^- 

= S>M10, lTf^y^-7x-^l 3 1, 7=V^ ^ — ^ 1 

3 2, ^^ — 7^—^. 1 3 3 &t*@3£«Bff-^3.=- M34 Sr^L 

m^it/nm^-fc^- y v 1 1 0 ttawb^ ^ m 1 1 sws^ft^- * 

@^&£-5Hb^- = y M 3 4 lifc-^ffig^liBt^b^-- 5/ M 4 2 1 
3 5, v^^ffla^ttBSHHb"!? M 3 eft^U ^^fflH3fe««F#^ 

= y M 3 t&WL-ons^ mb^t^^g^Pt-^-fb^-— ^ M 3 5, 

t=v ^ m femvg^it =>-—y hi 3 eat^y ^^ffiia^Hf^t;^-— ^ h 

^■^-{t/l^mp^b^.^-/ mi cxDfe^-ik^-v Mi 1 &iWIMHb^-— y 

hi 1 2#£: tl^ayifa- 1 0 2l£g8tt£;h/» fe^lrik^-— V 
hill (^ti^b^fv^^^^ — 7x-71 1 3, a-— *r4*<< l/? — 7x- 

^—^^t^^-mmfcmvg^-ik^-y m 3 5, ^-—T^^mm^m^it^-^ 

yM 3 6 2W^y ^^ffi@^»*-§-flS^=y M 3 7dSgJtt§*tTV>So 

f7 £ ^ffl@^:iiPt-^'ffc:^-— v m 3 5, it— y*-c*mm7£mvg-%r<k*-~-y h 1 
fbT^^PHftSt^iSili 2 5, uf^b^^^^M^e i 2 e&tm-JHb 

Bf^fby 1 — $^.7fmW. 1 2 5l±tff f ;i-JflHJ£»fc#*b3-=3' M 3 5K:&ttS 



WO 00/22777 



46 



PCT/JP99/05704 



2 8 , mmmm^-itrnm i 2 8 izmm.zntcr>/A&& 
§gi 3 ist;D/A«i 3 ncmm^titzm^mmi 1 e^ur^Sc 
st-sHt^— *%-T*mm 126 fi^-- ^> ^-ffls^siBt^b^-- ^ m 3 6 izm 

3 2&U<D/A^&3§1 3 2l^^^^fc^t 0 -^ 1 1 7£;£-l-cv^ 0 

$ns@^«*-^b3SBi 3 o, @^«tff-§-fkK« 1 3 o^«sK$tLfc^y 

1 l 8l:tLr^5o 

m^kT~?m^mwi 25, ^a^-^^bi 2 e&twi-'ft: 

M=D (CI, Kl) 

-7/^*4 7*9 K^^^l 0 5 -Clll^fc -5^**7^1 0 8 =SrSS LT^iH^t^^ 

V2 : C2=E (M, K2) 

= E (D (CI, Kl) , K2) 
nife^ikrfVf /Vy*— # C2&i/^J*/<7s 10 2 ^— Y*?*'*? K 

a i o 8 urteiH^ixSo 

mWl 2 6X«TOf-^7'!Jy^ 1 2 7{d|H7 l 7$tv5^{a> S^-flST*-^ 
^^f-^M^Mflgll 2 0tot*ft^y^-7i-^l 3 1, 2j— 
9*4 JrJ is? — -7^— * 1 3 2%.lf7°V isf'fl/p — y^—* 13 3 t£*5V»T* 
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fk=-~s> m 3 5, ^mmfem^it^-- y n 3 e&u^y ^*;b@j£«b£ 

CdO=E (Md, KO) 
CaO=E (Ma, KO) 
CpO=E (Mp, KO) 

m^-itM^m ^-cdo, ■t^bWTO^caoawut-^fbT'y ^?m^-c P ot uxm 

Md=D (CdO, KO) 

l l 6|:^^5 0 

Ma=D (CaO, KO) 
xt°— # i i 6?S4^ti5„ 

7 s v >?mmi£m^fc*--v m 3 7^^^^-?^}) 1 2 71a 
^sttfeBt^t^y ^^m-§-cpo»4H^«a#{ksgiti 3 0 ^*ji^-c, i^ik 



WO 00/22777 



48 



PCT/JP99/05704 



Mp=D (CpO, KO) 
m 1 2 0 CD^tt^flE Lfcl n 0 

=i ^ a — * ft latm^-it"? 4^9 ^"r— 9 st^Ht $ tt-c v ^ & v ^ 
-cox o t£$m mt.7 s i??A'7 ! —? tm^-it'r-pzmm L-c^s-rsfc^ 

mi-f&t^&iz. stNtws^ei 4oro^y^7i-xi 3 1, 

4*4^9—7^—^ 1 3 2RUzfV ^9<09 — -7*—X 1 3 3 "C^Uf 
$tt-5 0 ^C0SS^^^^;-C^^^S.LTV^5DE S (Data Encryption Standard) 
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is # <d m m 

fitfiF, fittest * tbfc buIS@ *T£« 2 fiSBff 9 >v^f- 9 & 

i&iW-JHt:^ ^ * * & *m v ^ -c«HHk iti j^®- 2 m^st 
aii^&mzm^xm^it vx^mnm^tr^^^r-^ t-r&j&m. ; 
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t>H2> : 

WjR<7)ffiSffl 9 , MOttDl&m 1 0 Xttffl3fc0>«£B l l (DfiPfn^r— 

1 3 fltrfaa^^wnaffifflSgm-H^r^f**^ ; 

Ifjfc^iEia 9 , »3fc0>ttlB l 0 Xtefftjfc^ffl 1 l ofv?^;wf-^§l*feo 

9 k-tz>-°i^mnm%-it^=-v h ; 
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wium Ttmw&iHkT'i? * Arf— z % mtzn&m &m v * x m. mt l x m ism # 

iMBft-JHkT* * ^ - * & fcffl ss e 1- * s nx v > 3 @ fern *m v ^ x 

ffl v n x lit u x -sr^si - @ mm 2 msBt * — ?t-tz> ^mm^- 

H^fflv^x^^bbxs^SiSiit^bT 5 ^^/^-^ k-fZ-Bimmm^ik*--* 
h ; 

1 6 B^^lEW^^rfflV^XOBif^bS:t/«■i•^b^y7 h^^T^ctoX 
: 

1 7 fil^iBRT^«i^fflv^x^>Pt■^•^^:s.t) t ^^b^^- K^naot 
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1 8 Mm^mmfrmm%iW:(Dftm>bm&zftz 

1 9 m^m.mmmmw(D^x^^^ : 

Tft>tl2> : 

if i 4 xtef*3fc<£>$EB i 5 ^-?Qmmw.o 

If *<^)|£ffl l 4 Xfift^^ffl i 5 o^i^/i^— ^riilo 

f#3fctf>$&ffl i 4 xtefifjk^iffi 1 5 ©^^^^-^{Si^So 

t**^>t5ffl 2 2, tfjfc^is 2 3 x«tt*«^^ia 2 4 tf^v^yV^— *G^£g„ 

m*<DWm2 2, If*CO^ffl2 3X«lt*<^^0S2 4©f^^^f- *G^=£go 

m mm 2 »£ ^kf 5 * /vt*— y 5 * t-^^^g ft ra £ ^ 
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fc/BVTBfr#ft: LTSB 3 *t$im-m 2 rT3E« 2 mM^WL? V 9 - 9 £-fS 
«9X ttteiH * Hfc itufEfS 3 pj^l - % 2 *T 2 SMf b^ 9 A-t*— * 

fciiuiSlB 3 ^«i^fflv>T«-^{bbT^2^«iSBt^b7 :: '^^^-^ fci-s 

28 mi ^mm^{t^^^-9^hm^it^ixt=.m^it^9 
9 ^—9 om^fe**. 

m&$i*rr\k7 s, J9)\'y s —9 2^^g£fflVNT9i-5HbL-t3f5 2 pT3E«fflif 

swans 2 s!^mnm^-{kv s ^9 ^-9 *feft^ztzM-i$.mmmi-ftmisn 
*ixfc*naH^«t- ib 2 t*3e« 2 mnm^ik'Ti??^- 9 zmmmizm 
$rffl v NTBt^b -5T3E«— m 2 ^r^gi 2 in m wtrv 9 t^f— 9t-rz> 

fiteiH * tilt rnfiS^ 3 «T^fl - * 2 BTfE« 2 fiff Iff -JHbT* v 5 ? ^ — 9 

zntimm 3 ^ras«srfflv%-c«[^b uxi 2 ^mmn^itT^J9^—9 t-t* 
mm ; 

mriafs 2 prig«wi&-^fbx^^ av*-^ snurssiB 2 ■simm&m^xGftrit tx 



WO 00/22777 



54 



PCT/JP99/05704 



29 as i ^mm%-ik^i?*^r'-?frtbm^<\:£titc'iM.^k7*i?? 

S; 

£*xfc mriBm 2 nraB«-@j£« 2 mwm^ik7*i??^-?&ffimm 2 *r 
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m^m^mm^it^^^-^ zmmmmmzm^xm^t Lxm^itv* 

-*Hb LTi 3 "T^^HBb *%\Yrri? $ /Uy*— 9 t U 3 nr^WPfr-f-fbT*^ 

^ ^7*-?*mum 2 pt^^^^v NTnt-i-'fk: lt^ 2 BpM-m3 ^« 2 
■*^x»4«i2i$tLfc.«s 2 »imm-m 3 2 mwi^b^v*/^-* *m 
a; 

ft^^ffi 2 7 , If 3fctf>^ffl 2 8 , If JftOfEIS 2 9 Xfiff 3Rtf>$Elffi 3 0 (©t* 

3 2 mfiE^ 2 ^m^m^^x(D^itRum^{t^^~ h^^nzx 

^X?ft?tiZ> : 

ffrsfc^ffl 2 7 , ft5fctf>^5K 2 8 , ff 5fc<^H 2 9 Xtiff *£>3£ia 3 0 <Z>7=^ 

3 3 mwm 2 praa»^^.au*> hmm s : 

m^^^ffl 2 7 , If 3fc<D$Sffl 2 8 , If 3fcCD«5B 2 9 Xfiff *<Z>^ffi 3 0 <D^i? 

m&<Dffi£ 2 7 , ff 3fctf>«SBl 2 8 , lf^(D®ffl 2 9 *<Z>f£iS 3 O fc^i? 

3 5 h«IIB^3 pI^«t^rfflv>T05Ht-^-'fbS:t) ? m^-fb^y^ h^^r^i 
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m&o&m 2 7 , m^<omm 2 8 , it #v>nm 2 9 xi^^^m 3 0 <Dfv 

iftsfcos&ffl 2 7 , m&<Dm.m 2 8 , n^^fsra 2 9 xfitw^ttia 3 0 <r>f^ 
m&<Dffim 2 7 , ts^co^ia 2 8 , fa#<Dnm 2 9 x«t**^>tsia 3 0 <dt^j 

It*OfEffl 2 7 , If 5fc<£>3EH 2 8 , St$£>ftBB 2 9 Xtt»Jfc<Z>*£B8 3 0 (D^ri? 
fit? -5 : 

»3fctf>&IS 2 7 , If *cD^ia 2 8 , ft*CD$£ia 2 9 X{±fft*<Z)|gffl 3 0 (D^-J 

!#3fc<z>faffl 2 7 , fft$:<z>tt£H 2 8 , MMfcflDteH 2 9 Xfift^^^lS 3 o ©^t? 

it 3&<z>9sib 2 7 , ifrsfcco^ia 2 8 , m&cD&m 2 9 xi*it*co^ia 3 0 
s*3fc0>teK 2 7 , it jfccD^sia 2 8 , m&cD&m 2 9 xiiit^o^ia 3 0 ©7*^ 
»*©«iffl 2 7 , tf3fc<D$£ia 2 8 , it mz(D%&m 2 9 xf±»jfc<0ifiBB 3 0 ©7=^ 
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4 4 8&iBB£«asii&ffl{effli£Si£H3P?*>5 ; 
ffltt?<z>tf bb 4 i, ffjfco^iia 4 2Xttflt*ro«iBB4 *<»?*?* as?— *um^ 

&<> 

It*^$5ffl4 1, §f3fc<£>$5ffl4 2Xtt»3fc0>ISBB4 3<K>?i^*A^?— * %mJjfe 0 
4 6 35 1 PTSBWfr^ffcT^* AS?—* frhm^ikZfrKM^fcT^JZ 
AS?— * ttlEtammfrt>&M-$-Z>^^* ^ftSlitfcot : HtflS^v 5 

TV>S@^li^fflV^^^bLT@^-^2^^2STO^T ? v J ^/V7 = - 

miis^ 2 srmmn^it?^*/^?-* ^m^x^mm-r^tz^m 3 

JB 3 ^T^MBt^b^-- v V ; 

m^JUZmm £ JxfclWrSaSB 3 ^®-S& 2 2 IMtfbr^^ as?—* 
*w\Wm 3 nT^glSr/B^-Ctg-SHfc U^2 ^W&m&Wt7 t is*fls?—* 
m 3 ^ISItf^^ y h ; 

a-f-<b$ttfc«rsBjB 2 ^mnffe^ik?^*^?—* Sr«riaag 2TO««rfflv^ 
47 mi -zi&mtttiHk^jfAs?—*** £ ^fcm^b^v 5 ^ 
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K&VZAS?—* k~fZ>& 2 prMfflp-^fb^-^ y V ; 

X V > 3 m 7£M *m V ^XVg^-it L T 5? 2 rT^M 2 SSfflF#fb 7 s 'i? 9 AS?— 

*m\r^xm%-ikL.xmmm 2 ^jmm^^-<k?^9^?-9 t-tzmfemm^k 

mmm 2 ^amn^tfi? 9 as?— 5 it. » ^ $ 3 *i&m 

& /s ^ x mnHt l tsb 3 simm - m 2 ni&m 2 m^st ^Hb-r *j 9 as?— ?t-tz> 

«^xi±«iai$^fc«!rsBiB 3 sjmm-m 2 ■^im2M&n^rtt, s ?i?* as?— ? 

% 3 y h ; 

xmwik^xm^-ik?'^^ >v=?-z t-rzm 2-^mmm.^k^--^ h 

4 8 mi ^mm^^\k?^9^?-^^h^\k^td^%{k?^9 
A-?—9^iEmm^^m^z?^9A^?-9^mmmxh^x mm?^ 

mm^ik?^9As?— 9 *i%&-r & r^^mmm^^i^x^^ m^m 
*m^^xmwik^xm7£mftv$%-<k7*i??ji'?—? t-t^m^m^ik^-^ h 

^ $ tht^mmm 2 ^r««-@s« 2 mftm^-ik?^?^?-? ^mmw, 2 «r 
v ^«^§-{fc tti i£mwffc%-ik j ?i?* as?— ft-r&mz °ras«awt 
^- <s> Y3tffm&mfemntik*iriK7**J9 as?— 9 frmmmjEmzm^^xm^-ik l 
x'<g&K??*S9As?—9 k~tz>mmmu^ik=>~~ ? y 

nmnittw? *? 9 as? 9 *m^x nmm-r 5 tz % 3 -zmm. % m v ^ x m 
%<k\sXf&3-ammwf&*3rik s ?i?*As?—* k-rzm3^mm^-ik*--* 
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IB 2 ^gl-m 3 nT3E« 2 fiTO^Hb?^*^-* t -T 5 SB 2 Rj^MPf^-fb^- 

mm 2 ■simm&m^xom-itLxm 3 ^imsmm^it^ 9 ? t-rz>m2 
w3E«a*{b3-= y hsimiaig 3 ^mm%%-<tT^* j^-? *mmm 3 nj 

&m\<^xv&f§ritisX®j£mHtfe-%-it7 s i?* tvyt-z t-tz m^mm -JHb»= v v 

&&ztttcmt&m 2 ^mm-mmm 2<^m^\v?v9 >^—z 2 w 
Mm*m^^xm^<kLxmj£mnm%-it^i?*^T-? t-t-sss 2 ^mm^t 

xtmzm 3 "i^mm^it^i??^-* *mmm 2 *i$m&m^xs&&<k lt 
m 2 sjmm-m 3 nrs« 2 is^f^r^^^f-;? ^-r 531 2 Rrgtti**Hb^ 

m^ju-zmmzhtim 2 *imm-m 3 pj^i 2 sunt ^{bf*^/^— * 
aa» 2 ^«srfflv>T«^b u^3 *i&m&v&&<t? t i?? t-tzm 2 
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h ; 

»*0«5BI4 6, »Jfc0>*KB4 7, R^«&i4 8XBtt#©«Sffl4 9 0rS^ 

»*©«BB4 6, »*»«5iB4 7, »*««SB8 4 8Xtt»*o«£ffl4 9 07*^ 
AMISS*. 

ft#<D$£ia4 6, §f#:<z>«iE4 7, »*«o«iia4 8Xlii^i4 9©rV 
ft^<7)f5IS4 6, ft#tf>$i£ffi4 7, St*<attSEB4 8XI±»#(Z>«SI§4 9©f^ 

tm<D&m4 6, ti^^tES4 7, ts*o«Eia4 8XttW*<©«sBa4 

»*o«SH4 6, »3KO«SH4 7, »*w«SBB4 8Xtt3»#©*iBB4 9c£>f=v? 
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fttfflZ : 

f»3fc<D«iffl4 6, fjt5fc<Z>&IS4 7, »*CDt£ffl4 8Xtt»3fctf>«Iffl4 9 ©fy 

f«3fc<D^ffl4 6, fi5fc?)$£|g4 7, tt*rot£ffl4 8 Xtiff 4 9^.7=^ 

m^.(O^M4 6, flt#<Z>ffiBB4 7, If^CD^IS4 8Xtt»*^>«5Bl4 9 <D^~i> 

ffjfc<Z>gSffl4 6, tf^C0^ffl4 7, ff^cDfiSia 4 8XWJ*3fctf*KBB4 9 (PtH* 

So 

it^^fSffl 6 o , it^cDtsia 6 i xmn&(Dffim e 2 ot^*/^— *«bh£ 

Bo 

mot : llfriBf*^* -^7*— 



WO 00/22777 



PCT/JP99/05704 



m^.(omm 6 5 (n^*?*/^— 9 i%mm£ 0 

Ifjfc^H 6 8 <0*f*J9 >\' ; f—Z$m-}5 ! fco 

So 
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7 5 mummmammmmmm^m^x^^^ 

So 

t*#«>«iBB 7 6 (D^iffArf 1 — ^ A9l|gflE B 

8 2 HUiB@^«i^ffi^e{-^^ i ^^^ ; ^' rv ' ;5 ; 
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8 5 mmmfemfrmm&Rimw.^mG-zhz 

So 

ff3}t^ffl8 2, It3RC0®£ffl8 3X»±Wf#<Z>«fiE8 8 4 fl)^*/^— *4fcSN£ 
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